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BT T, fax 72k Z A2 Bluetooth AHW STV ET,

BIZIL, BEOH—FERLHBIRGCHD R A N AT AR ENRFT ONET,

FEIT Hfhr#F TH, "Bluetooth"& W9 HEEA DICTHHELB2 LW & TIEH Y £H A,
TlX. Bluetooth &I TL & 9 7?

Wikipedia (2 &k 5 &, 7 VX AR A O HERERGEERKEO 1 >ThD EH Y £7,
FEFEOGE . EHEE & EWTT IRV < DT ER LAN T,

MR LAN OffATIZ S 2BEE L FoTm R¥ a2 AV EREEH D £,

Bluetooth D/~ U ZIZEAT 5 F L EFoTo RF¥ 2 A MIESITL L D?
EFHIIANTIZFERH Y £ A,

BEVWEES 72D B AFED Bluetooht D~y 2 ZZOWTIHETINE L O TAHEL X I,

it G2

4 [a] Bluetooth D/~ %0 %GR L 72 2 DIZLL T D 2 SDDOiE: T,

E I (Bluetooth 4.0)

M Bluetooth Smart Light Bulb

Viccorsear
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BERICY DA ZEDLEBLELKESNET

A A e
https://www.amazon.co.jp/gp/product/BO0142IKRDU/ref=0h_aui detailpage 004 s00?1e=UTFS8

&psc=1



21 (Bluetooth 4.0)

A A e
https://www.amazon.co.jp/gp/product/BO1 7THIWS7K/ref=0h_aui detailpage 004 s00?1e=UTF8

&psc=1

mBluetooth 7~ v % > 7 D EL i

Bluetooth /x> % 7L LEEL U F 9,

BUFEATEFE T Bluetooth D/~ U 7T, BN VIS L W O R EFiE Lih
B9 X 9 7 Bluetooth D~y F 2 ZI3HREF AT LT,

L. BHoTunad LY Bluetooth DNy &0 7 LI T,

Bluetooth TX7 U > 7N BERWEERNH D £,

#5 21X Bluetooth TER 72 X135 < DHFAT U v 7 F —[TRETT,

TV T F—RARETH T2 HA, gatttool &\ D 2—H— A X —T7 = — X CHEICENT 5
ZEDHBRE T,

Bluetooth ™/ 7 > MIEDOHRIZEIGH RS TL X 9 2?

R LAN 7 7 v 7 OA1%., airodump W9 37w MVEY — L2 L F9,

fmmny H Uy 9 & HEAEERI 72 Bluetooth /37 v b 2 BUGT 2 IZIZHHOBEE NS LEIZ R Y 7,
Bluefruit LE Sniffer - Bluetooth Low Energy (BLE 4.0) - nRF51822 - v1.0 & > 9 Bluetooth /<
7y NA=y 77 S TIRGE S LTV E T,

ZONTy b A=y 77 20D Z & TESERZ: Bluetooth /N7 > b 2 [UEET 5 Z ENHKET,



File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

codmy BEXZA¢r*aTL([EB Qa0 FBB % B

Filter: _ btle [+] expression... Clear Appiy Save
No. Time Source Destination Protocol Length Info
1338 245.312104 slave Master LE LL 60 ADV_IND
1339 245.315097 slave Master LE LL 60 ADV_IND 5

# Frame 1338: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Nordic BLE sniffer meta
- Bluetooth Low Energy Link Layer

Access Address: Ox8e89bed6
# Packet Header: 0x2240 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)

Advertising Address: e4:¢6:c7:31:95:11 (e4:c6:¢7:31:95:11)
EOrmErE——
= Appearance: Generic Tag

Length: 3
Type: Appearance (0x19)
Appearance: Generic Tag (0x0200)
= Flags
Length: 2
Type: Flags (0x01)
000. .... = Reserved: 0x00
...0 .... = simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x00)
.. 0... = simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x00)
S .1.. = BR/EDR Not Supported: true (0x01)
.. ..1. = LE General Discoverable mMode: true (0x01)
... +..0 = LE Limited Discoverable Mode: false (0x00)
= Tx Power Level
Length: 2
Type: Tx Power Level (0x0a)
Power Level (dBm): O
= 128-bit service Class UUIDs
Length: 17
Type: 128-bit service class uuIDs (0x07)
Custom UUID: 9ecadc240ee5a9e093f3a3b50100406e
© CRC: Oxdf2fof : 8 R

0000 11 06 35 01 7b 75 06 0a 01 25 2b 00 00 S5e 53 08
0 9 00}

0010 00 d6 be 89 8e 40 22 11 95 31 c7 c6 ed
[T PI0? 02 01 06 02 Oa OC 07 9 d 4
0030 9

(I¥) Bluefruit LE Sniffer

"R 72 Bluetooth /X7 v R CTHILILHENZ Bluefruit LE Sniffer 72 & O ER 23 M3 CF
23, EEE Bluefruit LE Sniffer TSRS/ > MIKBIEZ 514 A=V R3H D XA,

PR 9 2%, Android 5#K & Bluetooth B42873-_7 U o 7 L7 IREETH NI Android VAl Tk
Z{g LTV 5 Bluetooth /X7 v h2 HCI A X —7' 1 7 L W HRKRE CHUS T 2N H KD 06 TT,
HCI 2 X —7"1 7T Bluetooth /37 v h ZIRIFET HEFHILL T OERICAST Y 7 LT DRI T 72

FER D £E A

. .Y
I'I <
— Bluetoothi&{=S
Bluetooth

INT Y N ZRTF

(X)) Android %# K T Bluetooth /X7 v s Z{RAFT HHEFD A XA —T K

Bl Z1E, FTREDERIZRT U 7% L TWRUWIREETH LT Bluefruit LE Sniffer Tl3 /X7 v b &1
HTEETN, HCI AX—7 1 7 L WO RRE CIXEF I N7 v MIEETE £ A,



sniffer
INT Y N = RTF

iy
I!I

 — Bluetoothi@{E
Bluetooth

INT Yy N & RE

() A =v 77 & Android SR TD/ 7 v NSO~

Bluetoothi@{E

HCIAX—7'm 7 L) SENKIEIM TEE LA, HCIAX =7 v 7 LI TL X 5 0?
ZOF T aryEFEHATAHET, BlueZ ® heidump fH¥ O v Z N H 1 & vET,

27 ORAFSHATIL, el KV ERLDGA86H 0 TN T ORRIZ adb shell T HCI A X—7 1
T DR IR LR E 7 7 A )V s T A FH CRIBIZHN D F R E T,

KFACL TV DOFINEHERARA > FTT,

HREHERH R R A AR AR R R R A R A R A R IR R
shell@ZTE_Blade A476:/ $ cat /etc/bluetooth/bt_stack.conf
# Enable BtSnoop logging function

# valid value : true, false

BtSnoopLogOutput=false

# BtSnoop log output file
BtSnoopFileName=/sdcard/btsnoop_hci.log



# Preserve existing BtSnoop log before overwriting

BtSnoopSaveLog=false
# Enable trace level reconfiguration function
# Must be present before any TRC_ trace level settings

TraceConf=true

# Trace level configuration

BT TRACE_LEVEL_NONE 0 ( No trace messages to be generated )

BT TRACE_LEVEL_ERROR 1 ( Error condition trace messages )

BT TRACE_LEVEL_WARNING 2 ( Warning condition trace messages )

BT TRACE _LEVEL_EVENT 4 ( Debug messages for events )

#

#

#

# BT TRACE_LEVEL_API 3 (API traces )

#

# BT _TRACE_LEVEL_DEBUG 5 ( Full debug messages )
#

BT_TRACE_LEVEL_VERBOSE 6 ( Verbose messages ) - Currently supported for

TRC_BTAPP only.
TRC_BTM=2
TRC_HCI=2
TRC_L2CAP=2
TRC_RFCOMM=2
TRC_OBEX=2
TRC_AVCT=2
TRC_AVDT=2
TRC_AVRC=2
TRC_AVDT_SCB=2
TRC_AVDT_CCB=2
TRC_A2D=2
TRC_SDP=2
TRC_GATT=2
TRC_SMP=2
TRC_BTAPP=2
TRC_BTIF=2
bt ————————

TiE, HCI AX—7"a ZE EORRITHEHAT VTR OO TL X 9 0n?

EVWFIEEH T, Android OBRERIT A7 a » (BBERIT A7 a U RE RSN TV RN
. REDHWAKRIERD>I[EN RES]ZMNT I— bR HLZETZ U v 7 LTLEEY, )



9T 5L TFTELROFEICHCT AX—TF a7 Z2FFATE L8272 £9,
Z OMBEIE Androidd. 4 726 5 LW TENLURION—2 3 U ZFIH LTV D FITRHTE R0
BEMHY F9,

© ‘% mo933

RREEQIDAT 3> Q

ON ®
NI UR— hNERE , .
POy OPYINAD=K Z®D. Bluetooth HCIX X —
T 0o s B EONICT B &
AN ik & BluetoothtéasfE d /¢
Bluetooth HCIRX—J O J Z=H%).. 7— \\/ |\ €ereSharkb€§yEb® é

rmngsierc 0 <ﬁ2it‘6ﬂ%%@“%>$b“ﬁjﬁéo

OEMOD v V&%
T—= R D=4 —=ICEDO0Y IRBEST]
I

70t 2D#KEHER
J0tERADOETICHT REDH AR
P AV

(FDBHZE T F 7 9 VICHCI AX—7a V25 HE N D 5,

TIX.ZOHCI AX—7 0V CTEBIZRIZEHNT L2 oD IoT ez D/ v F B L F L7,
LLF @ Google Drive IZAB SN TWAD TR XICHX T a— RLTHIT L T 7EE0,

HREHERH R R A AR AR R R R A R A R A R IR R

Ny NABRSE:
https://drive.google.com/drive/folders/O0B2ENdYkFyZVESzINMm5PWDJKaDQ?usp=sharing
Ny SRS GERE URL JR):

goo.gl/om2PMK

HREHERH R R A AR AR R R R A R A R A R IR R

FNTIET NN O ERICSHERE NNy X7 L TC0nEEL LD,
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mEERKDO N F T

Bluetooth OO TD /Ny F o ZNIEEREZBEIO L TWET, BHTRODT W E WS EEH T,
EEICHNT LTI a Y i PaENTnE £,

FRER O
® FEHANF VTR L T BIFESIRE X I Bluetooth 234 v N 2= 1T %
® Android 7 S UVHINSERT U T HRD HILRNET Y T F— RN EEN)

BERO N XU T HERENCTDHE, ZO225TL LI,

Z D 2 ;705 Bluetooth ©/37 v b & X HELHRIVTF HICEEKZ H B2 ON-OFF 32 F3 ik
HEBZEZLNET,

ZDT1=»IZIE, Bluetooth /37 v b Z HfG L THAT L & DRRREZ 51T TV 5 D ilead 3 2 B
b ET,

Z b % b Bluetooth D 37 MIFEE L, #fix 707 A A TOMBICHEH IS %, HasofEE T
LICREINTT R hariby, Zna7a 7 7 AV EROERELLTEBY, ARk #e s
Tu7 A INMER IS,

BHEHE S H A ]
GAP (Generic Access Profile)
s DB RRFERG 5L AT O T2b D7 e 7 7 A )L,

HID (Human Interface Device Profile)
T IARTE—AR— R EDO AN IR LT 57200707 74 L,

PBAP (Phone Book Access Profile)
BaE DT — X ¥k T 520D 7 a7 7 A )L
BHEHE S H A R Y

Generic Attributes (GATT) 1%, #%#t S#7= Bluetooth LE T /34 A THR ENT-EET — ¥ 1
EEEHFEL, GATT 122N HDY—ERE 7 NL—T{L LT, T, AD—FOEEE B 7 &1k
L. GATT fEREIC S\ —2r—2 m—, —KEfEEzEdLET, 2071 —0TU—7
X, P—EREZORMEOT O —T v LR EER L ET, JHUTITFREOR Y, BARY |
EBXAR, BE, TROIEFED, HHEOTr— PR X VRENPESENET,

Bluetooth @/ 37 v MEEIZOWTIEH R AL LIZIZONRIZITTN, EVHbxTa2ab
~NADIOT DNy F o 7 TIEZFEZ EFTORRIIVNESH Y FH5 A,
—HEROVDOIFENLGHFETT, FTRKOERIZL T 7ZE N,



L0
W |

- =70N/OFF(Bluetoothi&(s)

e
No. Time Source Destination HOST packet

1208 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-23100038 Sent Write Command, Handle: ©x000b)
1009 6.. controller host host Rcvd Number of Completed Packets
1010 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x90@b
1211 6.. controller host host Rcvd Number of Completed Packets
1012 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x2@@b
1013 6.. controller host host Rcvd Number of Completed Packets
1014 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-©3100038 Sent Write Command, Handle: @x00@b
1015 7. controller host host Rcvd Number of Completed Packets
1016 7. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x8@@b
1017 7. controller host host Rcvd Number of Completed Packets
1018 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©@x80@b
1019 7. controller host host Rcvd Number of Completed Packets
1020 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x900b)
1021 7.. controller host host Rcvd Number of Completed Packets
1022 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-83100038 Sent Write Command, Handle: ©x8@@b
1023 7. controller host host Rcvd Number of Completed Packets

\_ J

(BDHCI A X—7"1 7' % ON |Z L7 RAE TEIR D ON/OFF A #: 0 k4,

HCI A X—~7 1 2% ON |2 L7-IREE T, Android #RIZA v A F— L ENTWAHEEREETNOT
7'V r—3 g U CEEEAZ ON/OFF 25 ml# 0 Ik LU E 3,
R ENT X7 MILL T ORRZRIREEIZ 72 0 £77,

No. Time Source Destination HOST packet
1008 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: @x@00b
1009 6.. controller host host Rcvd Number of Completed Packets
1010 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: @x@00b
1011 6.. controller host host Rcvd Number of Completed Packets
1012 6.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: @x@0@b
1013 6.. controller host host Rcvd Number of Completed Packets
1014 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: @x000b
1015 7.. controller host host Rcvd Number of Completed Packets
1916 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x@@@b
1017 7.. controller host host Rcvd Number of Completed Packets
1018 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x@0@b
1019 7.. controller host host Rcvd Number of Completed Packets
1020 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: ©x000b
1021 7.. controller host host Rcvd Number of Completed Packets
1022 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Write Command, Handle: @x000b
1023 7.. controller host host Rcvd Number of Completed Packets

(X)EJR ON/OFF % #0 iK L T 5D Bluetooth /X7 v k

KO TRy MeD T ERAHRBERELZHDL Y ETHASTHITELTHA D T
ZAERT S CRIBEICZ L E T2 RO 52 FP A RE T,



No. Time Source Destination HOST packet

133 7.. controller host host Rcvd LE Meta (LE Advertising Report)

134 7.. host controller controller Sent LE Create Connection

135 7.. controller host host Rcvd Command Status (LE Create Connection)

136 7.. controller host host Rcvd LE Meta (LE Connection Complete)

137 7.. host controller controller Sent LE Read Remote Used Features

138 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: ©0x0001..0xffff
139 7.. controller host host Rcvd Command Status (LE Read Remote Used Features)

140 7.. host controller controller Sent LE Add Device To White List

141 7.. controller host host Rcvd Command Complete (LE Add Device To White List)

142 7.. 20:16:03:10:00:3.. localhost () Rcvd Connection Parameter Update Request

143 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Connection Parameter Update Response (Accepted)

144 7.. controller host host Rcvd LE Meta (LE Read Remote Used Features Complete)

145 7.. controller host host Rcvd Number of Completed Packets

146 7.. 20:16:03:10:00:3.. localhost () Rcvd Read By Group Type Response, Attribute List Length: 3

147 7.. localhost () 20:16:03:10:00:38 (LED.. LEDBLE-03100038 Sent Read By Group Type Request, GATT Primary Service Declaration, Handles: ©x@0@c..@xffff
148 7.. controller host host Rcvd Number of Completed Packets

EREORRIZAD Uit e DIZEERI NN & 5 IpEli /e E e — e E T Ic e HeE £,
TBEKD ON/OFF L CWABED X MILLFOREIC 2> TWET,

Bluetooth Attribute Protocol
v Opcode: Write Command (@x52)
@... .... = Authentication Signature: False
T Command: True
..01 2010 = Method: Write Request (©9x12)
» Handle: 9x@00b (Unknown)
Value: cc2333

(X)7EEK ON BRHIEET D37 v |k

B+ 5 <, Android UARIXEEREED T 7Y TEET D value fE7: & & A72 Bluetooth /X7 » b
ZUTFORRIZEELTWNADOTL X 9,

e
Hl

£zner MBIKEIRONILG |

~
Bluetooth Attribute Protocol
v Opcode: Write Command (©x52)
@... .... = Authentication Signature: False
.1.. .... = Command: True
..01 0010 = Method: Write Request (0x12)
» Handle: 0x000b (Unknown)
Value: cc2333
\_ y,

(X)EJR ON B4 R EE AR



Z @ Bluetooth /X% v M FHLHEANIE Android 5K TR Ny a Mmoo mBE X ETEHET T
R

BEFIEIIHE T, UTORIZHIRL TSV,

F 9. hciconfig =~ > KT Bluetooth # R TX 57 4 A A &EFR R LET,

:~# hciconfig
Type: BR/EDR Bus: USB
BD Address: 5C:F3:70:79:53:6F ACL MTU: 1021:8 SCO MTU: 64:1
UP RUNNING
RX bytes:948 acl:0 sco:0 events:47 errors:0
TX bytes:1495 acl:0 sco:0 commands:47 errors:0

Type: BR/EDR Bus: USB

BD Address: 00:50:56:F3:5D:F8 ACL MTU: 8192:128 SCO MTU: 64:128
UP RUNNING

RX bytes:533 acl:0 sco:0 events:27 errors:0

TX bytes:609 acl:0 sco:0 commands:27 errors:0

(M)hciconfig E1THE H

hciconfig DA

$man hciconfig
hciconfig is used to configure Bluetooth devices. hciX is the name of
a Bluetooth device installed in the system. If hciX is not given, hei -
config prints name and basic information about all the Bluetooth
devices installed in the system. If hciX is given but no command is
given, it prints basic information on device hciX only. Basic informa -
tion is interface type, BD address, ACL MTU, SCO MTU, flags (up, init,
running, raw, page scan enabled, inquiry scan enabled, inquiry, authen -

tication enabled, encryption enabled).

12 . heitool scan Z1{# - CTJEiJ D Bluetooth ® Mac 7 KU A7 & F~_E 4,

:~# hcitool lescan
LE Scan

D0:16:03:10:00:38 (unknown)
D0:16:03:10:00:38 LEDBLE-03100038

()hcitool lescan




hcitool % lescan LIFMZ scan #45E CT& 9,
hcitool scan

-scan  Scan for remote devices(il# @ Bluetooth 7 « /34 X)
hcitool lescan

-lescan Start LE scan(Bluetooth LE ®54)

Bluetooth LE & {%?

Bluetooth LE(Bluetooth Low Energy) & (%, ##% PAN £1ii T % Bluetooth DEERICI T 5,
— a3 4.0 DR TH D,

N— 3 3.0 £TO Bluetooth & ik LT, HE N 2>EHa A FTEERLEELIT) ZL2EX
LTSI TS, 3.0 ETITRE SN TWOIARD BTN L TR Y | %5 AMEITFR 2720
73, 8.0 £ T? Bluetooth {LEk & DFRFIZAIEETH 5, & & DIEAERIT Wibree &V 5 A FRT 2006 4
IZ Nokia IZL > TR ENZHDOTH Y [2], Ziuad 2010 4F1Z Bluetooth 4.0 & L THeA S 7=,
235 https:/fja.wikipedia.org/wiki/Bluetooth_Low_Energy

219512, heitool scan (3 Bluetooth 3.0 72 ElZ%F L TffiH L T Bluetooth 4.0 7> 513 Bluetooth
lescan IZ72 5D TL X 9,

%5 @D Bluetooth ® Mac 7 KL AN L7 T, /N7y hOREELNDONMD F LT,
ZAEE R TFIRZI AT, EWVWHIHFHEWNHTL X 9,
i, Wireshark T/37 v R &5t AAIAD 5 D TLL T ORICIEE TRt G2l FRH K FE T,

Bluetooth
[Source: 00:00:00_00:00:00 (00:00:00:00:00:00) ]
[Destination: 20:16:03:10:00:38 (20:16:03:10:00:38)]

(X)Wireshark Ti&fE o-B {50 20~ 7=

& &1L, gatttool Z {3 ALK FERY 72 2 — Y —A X 7 = — AT Bluetooth g5 72 & &8t L C
EBEDONT Yy MR ET2FENRHRET,

$man gatttool
gatttool is tool that can be used to manipulate these attributes with a Bluetooth Low Energy

device.



gatttol THEIKOEIR 2 HAET 25 DIZLL T TY,

gatttool -1 hciO -b 20:16:03:10:00:38 -1

o avr NiE

gatttool -1 fET B4 F—Tx2—RX b HROMACT FVAR S U F 57T 4 7TE—F
e L CVWET,

:~# gatttool -i hci@ -b 20:16:03:10:00:38 -I
[20:16:03:10:00:38][LE]> connect
Attempting to connect to 20:16:03:10:00:38
Connectlon successful
0:16:03:10:00:38] [LE]> primary
¢ Ox 001 end grp handle: 0x0007 uuid: 00001800-0000-1000-8000-00805f9b34fb
: 0x0008, end grp handle: 0x0008 uuid: EEOOTFfTO-0000-1000-8000-00805f9b34fb

: 0x0009, end grp handle: 0x000b uuid: 0EOOffe5-0000-1000-8000-00805f9b34fb
: , end grp handle: Oxffff uuid: 0EEOTfe0-0000-1000-8000-00805f9b34fb
char-write-cmd 0x000b cc2433
char-write-cmd 0x000b cc2433
char-write-cmd 0x000b cc2333
char-write-cmd 0x000b cc2433
char-write-cmd 0x000b cc2333

(.)gatttool A L CEEREE

MEFZEERIZHERE L. primary & W) SCFEARAICATI LIITLE L,
Z @ primary & W) DIET A ANLEGEHEL P —EAD—ETT,
uuid Of FAZ 16 £ FX GATT 2345E L TWAIETLL FORKIZ/Z2 Y £77,

HEHHA S S S
attr handle = 0x0001, end grp handle = 0x0007 uuid: 00001800-0000-1000-8000-00805f9b34fb
attr handle = 0x0011, end grp handle = 0xffff uuid: 0000180£-0000-1000-8000-00805f9b34fb

1800=Generic Access

180F=Battery Service

REMiZE D 7
https://www.bluetooth.com/ja-jp/specifications/gatt/services

R

ZALTIEL, 2@ primary 20 bIF# A BUGT 55513 gatttol TULTFOERIZFEITLET,

1800 ® Generic Access & i~ FE 7,

Generic Access @ handle I% 0x0001 7>5 0x0007 T&H 5728 gatttool DA X F 7T 4 7TE— K

TTRORICL THREETT 55T

e e s e s



[LE]> char-desc 0x0001 0x0007

handle: 0x0001, uuid: 2800

handle: 0x0002, uuid: 2803

handle: 0x0003, uuid: 2a00

handle: 0x0004, uuid: 2803

handle: 0x0005, uuid: 2a01

Gy
https://www.bluetooth.com/specifications/gatt/viewer?attributeXmlFile=org.bluetooth.service.

generic_access.xml&u=org.bluetooth.service.generic_access.xml

e S s s

primary |%. Generic Access (213, Bluetooht ##5? Device Name ® Assigned Number: 0x2A00
L ET,
J61Z & primary @ uuid (2 0x2A00(2200)23% YV & L7z, F72% ® handle IX 0x00003 T L7z,

HRNHERHR TR R R R R A S A R A AR R i Y

[LE]> char-read-hnd 0x0003

Characteristic value/descriptor: BO 10 65 69 70 68 32 44 D1 FF 31 81
$ echo " B0 10 6569 70 68 32 44 D1 FF 31 81"| tr ¥ = | nkf -WwmQ
LEDBLE-03100038

HRNHERHR TR R R R R A S A R A AR R i Y

primary TiEN\y 7 U —{FH7e EOMR B HRLAETT, &9 FA TV I BV R
I RNRETT,

TN TIE, KBICEROBREET 2 w2 xE LI,
char-write-cmd & V9 iy CTi&(E L £923,0x00b @ uuid (& fff5 T L 7=, =417 51" (X)gatttool
ZfER LB E eV ) — = DRITOM 2R L T2 W,

GATT mJIZiX, =M =EIX FFED uuid O T,
® Receive Data Service: OxFFEO
® Send Data Service: OxFFE5

& > T uuid 73 0xff5 @ handle |¥ 0x000b TL 7=,

Z D7, charwrite TiX5/#%1Z handle(5 Al Send Data Service ® handle) & value(Z 74 7
Y IO HBICEEAEE Hjﬂ%éf TERETLHT—X)ERELET,

Z DRSO FATHE 72 £ TSR Y £,



:~# gatttool -i hci@ -b 20:16:03:10:0§
[20:16:03:10:00:38] [LE]> connect .
Attempting to connect to 20:16:03:10:00:38 handle'OXOOb
Connectlon successful

:03:10:0 ][LE]> primary . o
attr handle: 0x0001, end grp handle: 8x0007 uu , Characteristic Value Write - Request
attr handle: 0x0008, end grp handle: char-write-cmd (handle} (value) _
attr handle: 0x0009, end grp handle: 0x000b € Characteristic Value Write - no response
attr handle: 0x000c end grp handle: t

char-write-req (handle) (value)

[20:16:03:10:0 )1 [LE]> char-write-cmd 0x000b’ cc2433

()char-write-cmd T4 21T

DUNTIZ, value (213K 512bytes F THANT X, FE. U, /IR LBk A Il D 7 — 2 )
fEZ 55 LWTT,

char-write-emd % EFICHEHT A LICED, HITHL NV 2 Lo OEEORIEICEHKS) L
L7,

cc2333
!
>>0on
. e T s I :
value:cc2333 MEBIRERON!l; &P cc2433
>>0off!

N value:cc2433 FEIREIROFF!!; “»

:oj[LE]> char-write-cmd 0x000b cc2433

381 [LE]> char-write-cmd 0x000b cc2333 ]

()X =2 12 X Bluetooth #28 DFEVEIZ A%

[zt 2 1]
X DT Kali Linux 22O TTn, OSOT7 v 75— e P TBluez #5 LS LT thEﬁ'

Rk 72 Dy o 72 DX Bluetooth LE FExfii D PC Z M0V i S TEITI 0B 0VA
70 ET,

H L. EF< gatttool CHERHEARVEAIZ0S 27 v 75— R LT

$sudo apt-get -y update && sudo apt-get -y upgrade && sudo apt-get -y dist-upgrade
$sudo rm /usr/local/bin/*

$sudo apt-get install bluetooth bluez blueman

$sudo apt-get install bluez-hcidump

THEkAEEIC D L BT,



ROOTAPPLE

RSN VASIE /4



milstoO NNy 7

Android & 1#{g L CEKGIEZ & ORI

RERT O

® T RuA RIZEHEEHITLIMDETD

® 7 FRuA F)HHHEGIEL ST S
® OS 7’ Android

PLED 3 Bt #EIET — 2 23 v R bk E L ThvH UART O E & L CTRVE & B
Dﬁb%@&m%ﬁﬁtmk%miﬁo

Ny S OB T EEKFERE Android @ HCI A X — 7 1 ZHERE TV E 97,
Bluefruit LE Sniffer TLL FORRZREX TEAEA D EEZ 2D H B WD & BWET,

pairing D pairing
>

Bluetooth®@{E

INT Y N ZRTF

(X)) A= 7 7 Z H\7=18{g Bluetooth /X4~ b DU

H L. Bluefruit LE Sniffer 25% Z £ TV T NIUZ T T A R —R A TEEITEETNWTL
X9, L TL 77XV, Bluefruit LE Sniffer 23Ei 5 O IXHE W WEERD value EFEE T,



FILTIX, BFEFE TV 7 L2REECHCI A X—7" 1 7 % ON (2 L CHGRFEI 72 E17-TK<
720,

BELHEEIRT —F B30 L Iy Ty MIRIFESRET,

FEEDPRM LTy b T =IO OERKIET — 2 NG ENTVET,

ZOBEAEET —Z Z MO H L THAEL X 9,

binwalk &\W\\5 77— AU = TEHTHOY — LV ZEH L ET,

binwalk TIX7 7 —A U = TIZEHOLT 77 A VRNIZEENTWD T 7 A )V EFRIRERH L T
SNLHHREDRH D £,

Z OHEIE binwalk (Z"-eM"E W5 F v g U EOT HHETHIHARETT,

BRI ZDOF T a &N L TREIO®BE/ T v bR 2 it L7202 RO FIE T,

HRNHERHR TR R R R R A S A R A AR R i Y
root@root:~/time# binwalk -eM time.pcap

Scan Time: 2016-11-26 16:46:22

Target File:  /root/time/time.pcap

MD5 Checksum: 99b1fb850ed3a8545821cea930ddcf5b
Signatures: 344

DECIMAL HEXADECIMAL DESCRIPTION

17992 0x4648 XML document, version: "1.0"
27999 0x6D5F XML document, version: "1.0"
47236 0xB884 XML document, version: "1.0"

e e S e

ZOER, T4 L2 K UIZ_time.pcap.extracted LWV DT 4 L7 B UDBNERIILTVET,
Z Z1ZiE, JElE & binwalk 23R L7 2 40 XML 7 —# BMEF STV ET,

HRNHERH TR R R R H R A S H R A T AR R i Y
root@root:~/time# 1s -1

total 52

-Tw-r--r-- 1 root root 48698 Nov 26 16:45 time.pcap

drwxr-xr-x 2 root root 4096 Nov 26 16:46 _time.pcap.extracted

root@root:~/time# ls _time.pcap.extracted
4648.xml 6D5F.xml B884.xml
HEHHASH S S R S



R U727 —Z X strings 2~ > R ECRIBICH 2 FRTH5FE N KT,

x-bt/vcard-listing

<?xml version="1.0"7><!DOCTYPE vcard-listing SYSTEM "vcard-listing.dtd"><vCard-listing version="1.0"><card ha
ndle="0.vcf" name="

"/><card handle="1.vcf" name="Tanaka"/><card handle="2.vcf" name="

"/></vCard-listing>

x-bt/vcard

SBEGIN:VCARD

VERSION:2.1

N:;Tanaka;;;

FN:Tanaka
X-PHONETIC-LAST-NAME:garou
TEL; CELL:08099996666

END VCARD

(I)?Elﬂtljbt HARIR T — &

% H3RFETFO Bluetooth T gatttool THERET D AN AL ZH LIZL T L E o772, gatttool
THH T 2 FENH KRV D T A gatttool TXT U o 7 ERGET % Bluetooth #25127 7 & 235
BAIXFRORRIC L ET,

HRNHERHR TR R R R AR R A AR R i Y
[xXI=7 U > IR ~DT 7 & A

gatttool --sec-level=high -t random -b <MAC Address> --primary
gatttool -1 high -t random -b <MAC Address> --primary

--sec-level=medium
--sec-level=high
BHAHEH T A A R A H AR R ]

TNTIE, BEONy X T EITNEL X D,

UART LW 95 2 U TURIE S ROTF —F LT LIRE T ROT — X B EICEWT 5720 DF
NA AT U CHRFRHCERE A A £,

UART O#ECII FRtO B U BNEEICRD £,

GNDGEHEEN & DBELLZED OV)

TX-(FT v 7 0 RN Fb 3.3 R /L 25

Rx-(7wu—F 47 33HR/)L N JEI VR NEH)

UART 1%, TX # RX IZ RX % TX (28 L 7,
GND t'> % GND vt |2k

TX v'> % RX v #

RX v'2 % TX v ¢



RX X

X RX
GND GND

() UART #5551

AN — A2 E 28 LRI 2 M LICL T, BREICEE U DH MR LEL X I,
HLERTERWGA, B TEEZME LMD LW O1TAZ LRITHIEZRY £X A,

(PR DA N B B 2R



EUNHBI T O TEE NI A DT ET,
BANIRRE AN Z DT T ETERBRON ZHTREIZ/72 ) £,

RX
X
GND
BEVICI\VTRFF

TS

DN TR @B 72< o &<

WIZ, BRI A 2B - 0 £,

BEGRRIT A —ARDOBMOEF Y T, T _XTOME DO F KR VEDHETRTINT OE 1O
NV THOTTR, ZOREIC+a TV X EB- TR EEME © 2 eV XT3 D RICE
KR RLTWVWTT,

INUA IO THBZ ST Te YV 7OREICL T, N2 %
IHD & LSRRI NN X DT DN T,
ZIOTHEATHRDRT UV, GEREEIT AT EBNET
73)

I ZETHRNES &L I3K E N E NN AT T 710 £,
BN AN AT LT ORISR Y £97,



RX X

X RX
GND GND

usbBIDTXICEEE DRX % #
LTET

(%) UART ¥ 22—/ U 7L a " — X | Tk

UART USB

(=

INRT ETj- bl YaveEvy boERE ~

&

USB-SERIAL-CABLE-F - Olimex Ltd
¥ 832 < Digi-Key Japan HfR55

500 - TTL-232R-RPI - Ftdi
~

¥1,678 T Digi-Key Japan H'8R55
Raspberry Pi (RPi) Cable 3.28' (1.00m) Unshielded

UART Y 2— /v U T var"—2L, Google &7 amazon T'uart usb"> T T AUILfEH
IZHEATE £7,



T F THERAUE, HEREBREEIX Linux TRAIEF oo Kali Linux TR—L— MEZHIE L £7,
A—L— MEE, U 7 BEICBWTHRERHE AR ET 537 A—4 & LT baud(h—)” £/
I¥” baudrate(R—L— 1) ZHML L LTHNWDZ ERH Y | BALTEESEE O BN TH 25 bps”
EHNDLZEHHY ET,

UART OFEGFRFICFEE L2 TR S 72 METT 723, baudrate & bps IZLA FOEWAH D 97,

® baudrate:7 VX /N7 —F % 1 MEIEIZZTEEM TE L0~ 9HE
® bpsl PRNCHEET A2 LDTE AT — X &2 T

R—L— F&2HEH LT LD Python DA —7 0V — 203 H Y £,
FH 02TV EFWIFIEHEIC UART O ) 7 A Ekia LT ivET,

baudrate.py 23ABH XL CVv 5 GITHUBGR — L— K HEHIH)
https://github.com/719Ben/Baudrate.py/blob/master/baudrate.py
miniterm.py 73AB & TV 5 GITHUBG U 7 V#2452 )
https://github.com/pyserial/pyserial/blob/master/serial/tools/miniterm.py

~N
00tapple/1ots Ls /dev | rep Us baudrate.pylc & D /dev/tty/USBO(F5t)
e/iot# python baudrate.py -p /dev/ttyUSBe N N
tarting baudrate detection on /dev/ttyUSBO, turn on your serial device now. 0)/—1_\— I'/ - '\ {IE%?&/’E‘U
ress Ctl+C to quit. )
audrate: 115200 @@EEAE
C . # ~C ~N
2 3 0 python miniterm.py /dev/ttyUSBO 115208 _ _ N
g e S L <(baudrate.pytu & D IEREICR—L—MED
VO: 6600 6600 [0001) N N N .
| 0060 0600 HERIDERIA U fcfe s HERIUL foR—L —k
: 0000 6601 [0000) L. -
: goos ooy ! EZIEE LT, minitermpy&EWSY 7~
Jump to BL . N
TY U TIVERL T— ~O—5 — D
~~~ Welcome to MTK Bootloader V@5 (since 2605) - ‘CEXLI}J
\\ J

: 0000 0000

VO: 6600 6600 [0001])
: 1029 06002
: 0000 0600
: 0000 6001 [0000)
GO: 0002 6600 (00001

(BUART ##lc L A7 — b —&F—~D7 7 & A

FREORRIZAR— L — N OHER S 2 i T AU HRICHRE T 5 FN TE £,

A—L— FBRIELENGE b ER R E T2, X IT L TLEWVE T,

CISCO D/NV—H —7p E bR —Lb— F8EH E X IF LT LEVET, 2 &R CHETT,
RFZ Z DRI 2B STz iR — b — FBER R V £33, £ DA R — L — h OHER
REHRIC RV Yy I T TIA TR ETT e bar X T LR FEN - FHFER TR DT
L9,



ROOTAPPLE

HENRGERE DN 2 T



mHBRFEED Ny T T

LI HBERIEHE D Ny X T2 OW TR L £,
HENRGEAED Ny F o T et S o THAREIC T a—F B RAHTFETIEL Y FH A,
BB IR TERENIZ & 5 Bluetooth (2xf L TIEEOEIWEEZ T 5720 D HIEIZ 2D £,

HEhIRTERE D N> o TR EL
® primary fFHIZ X 0 BEMRFEHEIZEI D 4 T o N O s
0 T AUV AL AEEDOERRFR

WEKD NNy X 7B ONE LT,

FIXHERCHED N X T EEERO Ny T TIIRENR DD £H A,

A B2, BERO/N X 7 A BT LD HFEE D Bluetooth #2513/ Ny ¥ 7/ TE 5D T,
HENRTEHED MACT RLAZFHNTHEL X 9,

HENRZEHO HDRTE TITo TUTOa~r Re AN LEL X 9,

: /var/www/html/input-output# hcitool lescan

LE Scan ...
00:AE:FA:BA:82:6C (unknown)
C

(XDhcitool (Z & 2 BEIARFEHED MAC 7 K L 2 DR

MAC 7 R A ZBEEICFRSE TE /2D T, T gatttool THEfRELE L & 9,
VIR, gatttoool THERE L C primary OIRE E TSI AT/ 9,

:/var/www/html/input-output# gatttool -i hcil -b 00:AE:FA:BA:82:6C -I
[00:AE:FA:BA:82:6C][LE]> connect
Attempting to connect to 00:AE:FA:BA:82:6C
Connection successful
[00:AE:FA:BA:82:6C][LE]> primary
handle: 0x0001, end grp handle: Ox0009 : 00001800- - - 00805f9b34fb

handle: 0x000c, end grp handle: Ox000f : 00001801- - - 00805f9b34fb
handle: 0x0010, end grp handle: 0x0014 : 0a37b48b- - - 34a3259dabef
handle: 0x0015, end grp handle: 0x001d : 688f48ca- - - 9b99f34421f4
handle: 0x00le, end grp handle: 0x0026 : d891b009- - - 384c875c4aal
handle: 0x0027, end grp handle: 0x0034 : 5b74eab6- - - e90af679ebed
handle: 0x0035, end grp handle: 0x0037 : bcd01923- - - 5755e19ela73

(X)primary 1§ O i

FEERCELAH L7-4E 2. UUID @ 1800 % Generic Access T Bluetooth HéEa& ZBUE CX /-39 T
7,



A5 & HI X, write TIZEL read T9 13,

gattttool |2 . 5 Generic Access DIEMFERITLL F ORI TV E T,

Generic Access DEZRA IZHI D B THNT- 16 © v FOfEIT 0x2a T FRLOE T
[+]andle: 0x0003, uuid: 00002a00-0000-1000-8000-00805f9b34fb

Z OfE% char-desc 2~ R TULTFOHE Y IZITHET,

$char-desc 0x0001-0x0009
ZOFFCHRE L TWA, 0x0001 & 0x0009 1X primary # ¥k € UUID @ 1800 23 LA FDEEIZ

attr handle: 0x0001, end grp handle: 0x0009 uuid: 00001800-0000-1000-8000-00805f9b34fb
handle 7% 0x0001 2> 545 F U 0x0009 THei> > TWH )BT L2,

:/var/www/html/input-output# gatttool -i hcil -b 00:AE:FA:BA:82:6C -1
[00:AE:FA:BA:82:6C][LE]> connect
Attempting to connect to 00:AE:FA:BA:82:6C
Connectlon successful
:FA:BA:82:6C][LE]> char-desc 0x0001 ©0x0009
- 0x0001 uuid: 00002800-0000-1000-8000-00805F9b34fh
: 0x0002, uuid: 00002803-0000-1000-8000-00805f9b34fh
: 0x0003, uuid: 00002a00-0000-1000-8000-00805f9b34fh
: 0x0004, uuid: 00002803-0000-1000-8000-00805f9b34fh
: 0x0005, uuid: 00002a01-0000-1000-8000-00805f9b34fh
: 0x0006, uuid: 00002803-0000-1000-8000-00805f9b34fh
: 0x0007, uuid: 00002a02-0000-1000-8000-00805f9b34fh
: 0x0008, uuid: 00002803-0000-1000-8000-00805f9b34fh
- 0x0009 uuid: 00002a04-0000-1000-8000-00805f9b34fh
:AE:FA: 2:6C][LE]> char-read-hnd 0x0003
Characterlstlc value/descrlptor 4b 4f 48 41 38 32 36 43

(X)Generic Access T 0x2a(faa4) D FERR

TSR, BEERAD 16 EEEICERRENE LTz,
Characteristic value/descriptor: 4b 4f 48 41 38 32 36 43
IhEEHT 5 & KH86 T i,

Alalo BB R EHE OMRR 4 1L KH86 Th 5 & £7,
%2 primary [E# A T X CHRRLTHKDY £77,

HRNHERHR TR R R R R A S A R A AR R i Y
root@root:/var/www/html/input-output# gatttool -1 hcil -b 00:AE:FA:BA:82:6C -1
[00:AE:FA:BA:82:6C][LE]> connect

Attempting to connect to 00:AE:FA:BA:82:6C

Connection successful

[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0001

Characteristic value/descriptor: 00 18



[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0002
Characteristic value/descriptor: Oa 03 00 00 2a
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0003
Characteristic value/descriptor: 4b 4f 48 41 38 32 36 43
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0004
Characteristic value/descriptor: Oa 05 00 01 2a
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0005
Characteristic value/descriptor: 00 00
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0006
Characteristic value/descriptor: 0a 07 00 02 2a
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0007
Characteristic value/descriptor: 00
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0008
Characteristic value/descriptor: 02 09 00 04 2a
[00:AE:FA:BA:82:6CI[LE]> char-read-hnd 0x0009
Characteristic value/descriptor: 08 00 10 00 00 00 64 00
HRNHERHR TR R R R R A S A R A AR R i Y

iz b3y 7 U NI CTH UL primary 7> B 25N A[EETJ . primary {E & OFRRMEIZ /2 >
TWAMPDITRIEFARTT U 7y FLTLTEEN,

W2 primary [E#ND EDRRIZ NNy X U TIZRBBET 2B 25D HH AWV TI 1,

BIRS DT Ty FEFELAIZLTNET,

ZNTHE, HBEIC—FHAVEEOR FR Rz LET,

7304/ 1204]11130
- > -

TR AITEDEZ 5N
U LABF TREL EROET
%iﬂ__\éﬁfto




() B#EhR TR 77777 #For SH 7=

AT,

LrL, 2D IoT Oy F o 7 TEHENZ/RDHTL X 9,

RS TTT7T X° 66666 % gatttool IZ L W FRSE-OTIHELS 77V 2w S A LTEEHAITZZ B O
FNFEETE S T LT,

LU, H#EhH(tesla) D/~ 2 7% L2 Hl Tt Android (28 S 415 Oauth 72 & OE#H & U
AT =27 ZBESET 7Y O Z W FIZED RIEIZ Tesla 2T Y v 735090
X UTWHE I,

VT4, Z2LiE Android Malware Used to Hack and Steal a Tesla Card T3 UE~
FHRN/HTEET,

Android @ apk DT —Z 2T 7 B AT 5702 F T root b L% L7z,
root b4~ % F T sqlite (2 b HIZFHHICT 7 B AHKRE T,
ZLTHET TV OT 4 L7 MU EFRE LT,

private_config.xml

eon/shared_prefs # 1s -1
6-11-17 12:02 MapviewlnitializerPreferences, xn
2016-11-17 16:50 co d
916-11 0e g
916-11-17
6-11-17

12
16 ement.prefs.xml
: 12:0
6-11-17 12:08
12
17:
12:

0id.11b6.drd.PREFERENCES FILE.xml
6-11-17
916-11-17

D77V NOEERT 7 A L

T4 L7 FUWNEFHRLFE T, private_config.xml 72 ER_ONEERT — X (IZIIRA > b —
ROES LE LD )& RO E Lz,

Z @ private_config.xml (ZLL FOEERETT, (EEBRITEHRTH LARZ2NTT D)

e e S e s

<?xml version='1.0' encoding='utf-8' standalone='yes' 7>



<map>

<string name="vmConnectionId">77777</string>

<boolean name="hasFinishedSetup" value="true" />

<int name="stampNumber" value="0" />

<string name="appIld">Iam@<hr>apple</string>

<string
name="accessToken">AQFfmmzuVI+023n8jzc/lvxU5iuteQxVIJaCVazFncWK8Ea8sk0QFhUHVcqG
VRphFK/XcwgGCuR13
vVKZQvP61oMDnPtMpL7HS3YPji4dZQZGLZpkf1jJivmBHzZKE51978HBIzmUEgZNXwg6SXFcfWIMe
I5QQSZMTsmoqUFCyTFB4AOKidFI9vmgbqHznti/8YjZMpZ0@BaeanFMoNCCs=

</string>

<string
name="registrationId">AQHGUWgLlmhYRmjbff9z3q771HeS5RFI1sEJH]jsp81lUgQ09xgFt/N2v/+
rLbCJ5U4QEDm/Py99DKG
HDL92TwDrY6pmZRORO3DTt0AXD7+3ZpJghby@1lcCxBOeT1sMWmbcR31bibj6NcScT4SXx23SwgEk
2MVoQqgABgCDzcqvQXafjYmgFR7jix00qG75zC1AQuwgsY9Ixf/mInILv+0@AYSjTjbgqlLZjTq490M
txWz61goSNvTU6arlgd1JS32j2/wSde/320omvxCBCYwqBU4sD3p0KzBfHd/uJ4e4fcDPtpLsYHoc
VbUab6zd

</string>

<string
name="refreshToken">AQH/tSkM+M2wFEf2ZteybzwNehVnAE30dJalvfszkSn@a7b3y2GappDORV
hgbxfc8kCwOMqKsTTz
1c1SJYD9RjpeeGbww76biqVnKC1kI fGCvu5XGCoWKoT 1ldZqQwV9qH1wgPUpbtgzEwZMYHN8q3Y2v
z4wxJZYy6jzIhdrqXH18yRh8K3MMbDPXLEHGQJI3JYZvjd10tWgs8AHOWiKk=

</string>

<string name="appPin"><hr>Bye!</string>

<boolean name="isChildUnderTwelve" value="true" />

<boolean name="newlyArrivedMark" value="true" />

<string name="GALineAddFriendEventLabel">important</string>

<boolean name="restartSDKManager" value="true" />

<string name="GALoginEventLabel">important</string>

<string name="latestNewsPublished">2016/11/16 10:00</string>

<string
name="hardwareNo">AQHU+qBHOpSRvDvIOgaVP15J5NRUOCkNADoVO56K@OnFEpdKQtM9hRz 1jttoP
OVtmXkUM8qqZ65W9
4WxsSjY=

</string>

</map>



e e S S s

ZDOFR, —HTEEHZDORA L FBDLNY 7,

<string name="vmConnectionId">77777</string>

CIEREFEIHANTEEORMEAZF R CTEDIIT T, (MMOEELRT —F 2HFEEIWMATAEESICLIESE
ZERWTTTAY)

UTORRICEESRZET,

-
BRI oMLET v 7O—R
adb push 77777 .xml /data/local/tmp

L4
EEEEEEN)

*
* -
:f :chown u@_al51:u0®_al51 private_config.xml
D schmod 0660 private_config.xml
L}
L}

L ]
root@hwGGZ@S—LOZ:/datvjata/com.coke.cokeon/shared_prefs # 1s -1

-rw root root 1665 2016-11-28 01:27 66.xml

root 1669 2016-11-28 01:28 77777.xml
-rw-rw--—— u@_al51 u@_al51 138 2016-11-17 12:02 MapviewInitializerPreferences.xml
=rw-rw---— u@_al51 u0_al51 181 2016-11-24 18:32 com.google.android.gms.analytics.prefs.xml
=rw-rw---- u@_al51 u@_al51 2498 2016-11-17 12:00 com.google.android.gms.appid.xml
-rw-rw---- u@_al51 u@_al51 500 2016-11-28 01:12 com.google.android.gms.measurement.prefs.xml
-rw-rw---- u@_al51 u@_al51 153 2016-11-17 12:02
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